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MATb NPOCTbIX Waros AnA noHumaHusa JSON Web Tokens (JWT)

5 MUH 630K
MHdopmaumnoHHasa 6e3onacHocTb*, Beb-paspaboTtka*, NporpammupoBaHue*

N3 necoyHuLbl

MpepcTaBnaio BaM MOM O0BOJIbHO BOSbHbIN nepeBo, ctaTbk 5 Easy Steps to Understanding
JSON Web Tokens (JWT). B aToi cTaTbe OygeT paccka3aHO O TOM, 4TO 13 cebs npencrasnsoT
JSON Web Tokens (JWT) n c yeM nx egat. To eCTb Kakyto posib OHM UrpatloT B NPOBepKe

NOAIMHHOCTM Nonb3oBaTens n obecnevyeHnn 6€30NacHOCTN JaHHbIX NPUIoXeHn4d.

[lna Hayana paccMoTpuM popMarbHoe onpeaeneHue.

JSON Web Token (JWT) — ato JSON 06beKT, KOTOPbIN onpeaeneH B OTKPbITOM
ctaHgapTe RFC 7519. OH cunTaeTcsa ogHUM 13 6e3onacHbix cnocoboB nepenaymn
MHbOPMaLNKM MexXay AByMS y4YacTHUKaMW. [1ns ero co3gaHna HeobxoanmMo onpenenmTb
3aronoBok (header) c obuen nHpopmMaLmen No TOKEHY, NonesHble gaHHble (payload),
Takue Kak id nonb3oBaTens, ero ponb 1 T.4. n nognucu (signature).

KctaTtun, npasunbHo JWT npounsHocutcsd kak /dzpt/

MpocTtbiMu cnosamu, JWT — 31O n1Lb CTPOKa B cnepgyouwemMm popmate
header.payload.signature .


https://medium.com/vandium-software/5-easy-steps-to-understanding-json-web-tokens-jwt-1164c0adfcec
https://medium.com/vandium-software/5-easy-steps-to-understanding-json-web-tokens-jwt-1164c0adfcec
https://tools.ietf.org/html/rfc7519
https://habr.com/ru/users/borisyuzhakov/
https://habr.com/ru/users/borisyuzhakov/
https://habr.com/ru/hubs/infosecurity/
https://habr.com/ru/hubs/webdev/
https://habr.com/ru/hubs/programming/
https://habr.com/ru/sandbox/
https://habr.com/ru/sandbox/start/
https://effect.habr.com/a/DcX-mkyE9s1Wp830s5OoMxgCoHyh4UO2ByFGud3Ho5O0chWYsl-1UpaUkFRXX9ujcyBKO4fMEakyjWdxmQ2ckas9MsUGpgloyeLdTW1T8I-98z0tMDXcrno4_DHwaeJBqNqmho2OAjJtcwLLMVEA_Zzn
https://effect.habr.com/a/pPt-DzrqMneYneGeadKzuj_TVYJeSA9IS2eDAQxVq42W-1I4oIZXRDLwCnPmR2-XSggGCwUoa_kot1RGX7sJ7HsE1ER84tXKJz0305NH-0eVsn8pJb-xdg
https://habr.com/ru/

MpeanonoXXnM, 4To Mbl XOTUM 3aPErMCTPUPOBATLCA Ha calTe. B HalweM cnydae ecTb Tpu
y4yaCTHMKa — MnoJib3oBaTeNnb User , cepBep npunoxeHns application server wucepsep
ayTeHTudumkaumm authentication server . Cepsep ayteHTUdMUKaunm dyget
obecneynBaTb NOMNb30BaTENS TOKEHOM, C MOMOLLbIO KOTOPOro OH N03QHEe CMOXET
B3aVMMOAENCTBOBATb C NMPUIOXEHNEM.
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MpunoxeHne ncnonbdyet JWT ong npoBepkn ayTeHTUGUKaLMM NOMb30BaTeNS CliefyoWmnm
obpaszom:

1. CnepBa nonb3oBaTesib 3aX04MUT Ha CepBep ayTeHTUDMKALMN C MOMOLLLbIO
ayTeHTUOUKALLMOHHOIO KNtoYa (3To MoXeT BbITb Napa s10ruH/naposib, nnbo Facebook
Knto4, nnbo Google kntod, NMBO KoY OT APYIronN yYeTKK).

2. 3aTeM cepBep ayTeHTUOUKaumm cosgaet JWT n oTnpaBnsgeT ero nonb3oBaTenio.

3. Korpga nonb3oBatenb genaeT 3anpoc K APl npunoxeHns, oH 0obaBngeT K Hemy
nonyveHHbln paHee JWT.

4. Korga nonb3oBaTtenb genaet APl 3anpoc, npunoXXeHne MoXeT NpoBEPUTb MO
nepegaHHoMy ¢ 3anpocom JWT aBngeTca N Nonb3oBaTesib TeM, 3a Koro cebs Boigaet. B
3TOM CXeMe cepBep NPUNOXEHNSA CKOHPUTYPUPOBAH Tak, YTO CMOXET MPOBEPUTD,
asnsaetcs nu exogawuin JWT MMeHHO TeMm, 4YTo Obinl CO3aH CEPBEPOM ayTEHTUDUKALINN
(npouecc npoBepkn byoet o6bacCHEH No3Xe 6onee aeTanbHO).



CTpykTtypa JWT

JWT coctonTt n3 Tpex Yactei: 3aronoBok header , nonesHble gaHHble payload w nognuch
signature . [laBanTe nponaemMcs No KaXkgaon n3s Hux.

LWar 1. Co3apaem HEADER

Xepep JWT copep>Xut HpopmMaLuio 0 TOM, Kak gosmkHa Bbluncnatbca JWT nognucbh. Xenep
— 370 ToXe JSON 06BbEKT, KOTOPbIN BbIrNaanUT Cneayowmm obpasom:

header = { "alg": "HS256", "typ": "JIWT"}

Mone typ He roBOpuUT HaM HMYEro HOBOIO, TO/IbKO TO, 4TO 3T0 JSON Web Token.
NHTepecHee 3anecb ByaeT none alg , KOTOpoe onpenenser anroputM xewmpoBaHms. OH
OyneT ncnonb3oBaTbCca Npu cosgaHum nognucu. HS256 — He yto nHoe, kak HMAC-SHA256
[N19 €ro BblYNCIEHNS HY>KEH NULLb OOWH CEKPETHbIN KNtoy (6onee nogpobHO 06 3TOM B Luare
3). ELLe MOXET ncrnonb3oBatbes gpyron anroput™ RS256 — B oTimMyme oT npeabiayLulero, oH
ABNSETCSH aCCUMETPUYHBIM N CO3AaET ABa K/toYa: Ny6nnYHbIN U NpuBaTHbIA. C NOMOLLbIO
NPMBATHOIO K/to4a CO34aeTcs NOAMNUCH, @ C MOMOLLbIO NYB/IMYHOro TOIbKO NLWb NPOBEPSETCS
NOAJIMHHOCTb NOAMNNCK, MO3TOMY HaM He HY>XHO 6ecrnokKonTbcs 0 ero 6e3onacHoOCTH.

LWar 2. Cozpaem PAYLOAD

Payload — 370 nonesHble gaHHble, KOTopble XpaHATcsa BHYTpu JWT. 3T oaHHble Takxe
Ha3sbiBatoT JWT-claims (3aaBku). B npuMepe, KOTOpbI paccMaTPUBAEM Mbl, CEPBEP
ayTeHTudukaumm cospaet JWT c uHpopmauuen ob id nonb3osaTtens — userld.

payload = { "userId": "b08f86af-35da-48f2-8fab-cef3904660bd" }

Mbl NOMOXWNNM TONbKO OAHY 3asBKy (claim) B payload. Bbl MOXeTe MONOXUTb CTOMbKO 3a5BOK,
CKONbKO 3axoTuTe. CyLecTByeT CNMCOK CTaHOapTHbIX 3agBok ana JWT payload — BoT
HEKOTOpPbIE N3 HUX:

e jSS (issuer) — onpenensieT NPUNoXeHne, N3 KOTOPOro OTNPABIAETCS TOKEH.
e sub (subject) — onpenenseT TeMy TokeHa.

e exp (expiration time) — BpemMs XX13HW TOKEHa.



37K nons MoryT 6bITb MNOAE3HbIMK NpK co3gaHnn JWT, HO OHU He ABNKTCS 0693aTeTbHbIMM.
Ecnn xoTuTe 3HaTb BECb CMNCOK AOCTYMHbIX nonen ana JWT, moxeTe 3arnaHyTb B Wiki. Ho
CTOUT MOMHUTb, YTO YeM Bonblue NnepegaeTcs MHGopPMaLUUn, TEM BONbLLMIA NONYYUTCA B UTOTE
cam JWT. O6bIYHO C 3TUM He bbiBaeT npobnem, HO BCe-Takm 3TO MOXET HeraTMBHO CkasaTbCs
Ha NMPON3BOOUTENbHOCTUN N BbI3BATb 3af€P>XXKM BO B3aUMOOENCTBUN C CEPBEPOM.

LWar 3. Co3paem SIGNATURE

[MoonucCh BbIYMCNASIETCSA C UCMNOMb30BaHMe cneayoLLero ncesno-«koaa:

const SECRET_KEY = 'cAtwalkkEy'
const unsignedToken = base64urlEncode(header) + '.' + base64urlEncode(payload)
const signature = HMAC-SHA256(unsignedToken, SECRET_KEY)

Anroput™m base64url kogupyeT xegep v payload, co3gaHHble Ha 71 2 ware. ANropuT™m
COeAVHSAET 3aKOANPOBAHHbIE CTPOKM Yepes TOYKY. 3aTeM NoNydYeHHasa CTpOoKa XelmpyeTcs
anropuTMOM, 3aaHHbIM B Xefepe Ha OCHOBE Hallero CEKPETHOro KJtova.

// header eyJ0eXAi0iJKV1QiLCJhbGci0iJIUzI1INiJ9
// payload eyJ1c2VySWQiOiJiMDhmODZhZi@zNWRhLTQ4ZjIt0GZhYiljZWYzOTAON]YwYmQifQ
// signature —xN_h82PHVTCMA9vdoHrcZxH-x5mb11y1537t3rGzcM

Lar 4. Tenepb o6beauHUM BCe Tpu JWT KOMNOHEHTA BMeCTe

Tenepb, Korga y Hac ecTb BCe TPWU COCTaBSAOLWMX, Mbl MOXEM co3gaTb Haw JWT. 310
OOBOJIbHO MPOCTO, Mbl CoenHAEM BCe MNoJly4YeHHble 3JIEMEHTbI B CTPOKY 4Yepe3 TOYKY.

const token = encodeBase64Url(header) + '.' + encodeBase64Url(payload) + '.' +
// JIWT Token
// eyJ0eXAi0iJKV1QiLCJhbGci0iJIUzIINiJ9.eyJ1c2VySWQi0iJiMDhmODZhZi@zNWRhLTQ4ZjI

Bbl MoxeTe nonpoboBaTtb co3gaTtb cBoM cobcTBeHHbIM JWT Ha canTe jwt.io.
BepHeMcsa K HaweMy npumepy. Tenepb cepBep ayTEHTUPUKALMM MOXKET CraTb NOMb30BATENIO
JWT.

Kak JWT 3awuwaeTr Hawm gaHHble?
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OuyeHb BaXHO NOHUMaTb, YTO Ucnonb3osaHne JWT HE ckpblBaeT U He MacKUpPYeT JaHHble
aBToOMaTunyecku. lNpununHa, nodemy JWT ncnonb3yoTcsd — 3TO NPOBEPKA, YTO OTMPaBNEHHbIE
OaHHble ObINM AENCTBUTENbHO OTMPaBIEeHbl aBTOPM30BAHHbIM MCTOYHUKOM. Kak 6b1/10
NPOOEMOHCTPUPOBAHO Bblllie, AaHHble BHYTpKU JWT 3akogupoBaHbl U nNognmcaHbl, obpaTtuTte
BHMUMaHWeE, 3TO HE OLHO U TOXe, YTO 3awmndpoBaHbl. Llenb kKognpoBaHus gaHHbIX —
npeobpasoBaHne CTPYKTYpbl. [loannucaHHble JaHHble NO3BOMAKOT NONy4YaTeNto AaHHbIX
NPOBEPUTb ayTEHTUDUKALMIO UCTOYHNKAE AAHHbIX. TakuM 06pa3oM 3aKkoaupPoOBaHME N NOAMNUCH
OAHHbIX He 3awmiaeT nx. C gpyron CTOPOHbI, rMaBHas Lenb WndpoBaHUS — 3TO 3allnTa
OaHHbIX OT HEaBTOPM30BaAHHOIo goctyna. [1na 6onee getanbHOro o6bACHEHUS pasnmuns
Mexay KogmpoBaHMEM U LUNPPOBAHUEM, @ TakXXe O TOM, Kak paboTaeT XelnpoBaHue,
CMOTpUTe 3Ty cTaTblo. [Nockonbky JWT TONMbKO b 3akogMpoBaHa 1 nognumcaHa, v
nockonbky JWT He 3awmndposanHa, JWT He rapaHTUpPYeT HMKaKon 6e3onacHoOCTH A4
YyBCTBUTENbHbIX (Sensitive) OaHHbIX.

LWar 5. NMposepka JWT

B Hawem NpocToM npuMepe 13 3 y4acTHUKOB Mbl ncnonbsyem JWT, KOTOpbI NOANUCaH ¢
nomouwbio HS256 anropuTma n TONbKO cepBep ayTeHTUDUKALMM N CepBeEP NPUIOXKEHNS
3HAlOT CEKPETHbIN kto4v. CepBep NPUNoXeHMa NonyvaeT CeKPETHbIN KoY OT cepBepa
ayTeHTUdMKaumn BO BPpeEMS YCTAaHOBKM ayTEHTUPUKALMOHHDBIX NpoLeccos. [MoCKoNbKy
NPUIOXEHNE 3HAET CEKPETHbIN K04, Korga nosb3oBaTtenb genaet API-3anpoc ¢
NPUNOXEHHbIM K HEMY TOKEHOM, MPUNOXEHNE MOXET BbIMOMHUTb TOT XKe anroputm
nognucbiBaHms K JWT, 4yto B ware 3. [NpunoxeHne MoXeT NoTOM NPOBEPUTb 3Ty NOAMUCD,
CpaBHMBasi ee CO CBOeW COOCTBEHHOW, BbIYMCIEHHOW XelnpoBaHueM. Ecnm nognmcum
coBnagatoT, 3HaunT JWT BanngHbli, T.e. npuien oT NpoBepeHHOro CToYHMKa. Ecnu nognucu
He COBMagatoT, 3HAaYMT YTO-TO MOLLSIO HE TaK — BO3MOXHO, 3TO ABNSETCS MPU3HAKOM
noTeHumManbHoM aTakn. Takum obpasom, nposepas JWT, npunoxeHne gobasnser
OOBEPUTENbHbIN Crion (a layer of trust) mexay coboi 1 nonb3oBaTeneMm.

B 3aknwuyeHune

Mbl NpoLWANCH Mo TOMY, YTo Takoe JWT, Kak OHM CO3[al0TCs U KaK BaNUaNPYHOTCS, KakuM
06pa3oM OHM MOTyT BbITb UCMOMb30BaHbI A9 YCTAHOBNEHNS A,0BEPUTENbHbIX OTHOLLEHWNI
MexXay Nnosib3oBaTenieM U NPUIoXeHneM. Ho 3To NnLb Kyco4yek rnasna 60blloi TeMbI
aBTOpU3aLNKN N obecneYvyeHuns 3allmTbl Ballero npunoXxeHus. Mbl pacCMOTPENU NnLLb OCHOBBI,
HO 6€3 HMX HEBO3MOXKHO ABUraTbCs dasnblie.

YTto panbiie?

Moaymaem o 6e3onacHocTn n pobaBnum Refresh Token . CmMoTpuTe crneaytoLlyto Moo

CTaTblo Ha 3Ty TEMY.


https://danielmiessler.com/study/encoding-encryption-hashing-obfuscation/#encoding
https://habr.com/ru/post/466929/

